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REMARKS 

This reply is in respor to the Final Of3Bce Action 
OfiBcc Action Examiner rejected claims 1, 3-6, 9-11, 13-19 
27, 29-32, 35, and 41 remain oending in this application. By 



cancel claims 1-12, 19-26, 28 



clarify and emphasize a primi iry objective of the invention, |and 
present application. Lastly, Iil light of the amendments and 



the Applicant has also requested to amend the title* These 
In view of the foregoing amei idments and the following 



consideration and allowance uf all pending claims, 



Refections under 35 U-S.C, 102 



33-34, and 36-40. Also.clai 



The Examiner rej ectec 



being anticipated by Applicat on Publication No. 
hereinafter referred to as Saar nen, Applicants respectfully 



claims 13-18, 27, 29-32, 35, 



Legal Precedent 

For a prior art referenlce to anticipate in terms of 3 
claimed invention must be identically shown in a single refjerence, Diversiti 
Steps, Inc., 850 F.2d 675, 67'^ (Fed. Cir. 1988). Thus, a c 



ai d 



hai 8 



aated 16-May-20 
22-27, 29-38, 
this paper, the 
ms 13 and 27 

to expedite 
primary focus oi 
Amendments do 
Applicam 



rec larks. 



and 41 under 35 
20020172559 Al to Markl|i 

traverse these rej ^tions, 



11 



18. In the Final 

41, Claims 13-18, 
Applicants hereby 
been amended to 
sftlowance of the 
remaining claims 
add new matter* 
Ltdirespectfiilly request 



n It 



J,S.C. § 102(e) as 
Juhani Saarinen, 



5 U.S.C. § 102, Ijvery element of the 
ch Corp. V. Century 
aim is anticipate!! under 35 U.S.C. § 
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102 if each and every limitation 
reference. IPXL Holdings, l\L 
Following the above logic, ar 
cited reference in order to deiiiomftrate 
claimed subject matter. 



The Saarinen Reference is 

Applicants re$pectfidlV 
41 under 35 US.C. § 102, be 
id Specifically, the Applicart 
that uses a signature value wli|ich 
pool. Additionally, the Applibant 
not change randomly between 
change based on a masking o 
in the seed pool detemiiiied by 
the detection of a triggering 
value is tracked and evaluated 
tracking and evaluation of the 
security subsystem up until a 
reached. As a result, if th^ 



missing at least one element in 



is found either express! 
C. y, Amazon,com, Inc., 
applicant need only show 
that the cited 



y or inherently 
4oF3d 1377, 1 1 
th^t a single element 
does not 



reference 



aissert that Saarinen does not anticipate 13-1 



^ claimed invent Dn 



i trigg< ring 



The Applicant" 
timer into the 



se< d 



ause not every element of tb 
discloses, in independent claim 13. 27, anc 
is a known fixed value th^tt makes up only 
"s signature value can chapge upon a tri 
re-seeding of the seed poot 
the least significant bit of a 
a pointer. The masking of t&e least significai t 
^vent such as a main power « ycle or reboot 

to determine the amount ol' change that has 
signature value provides for Ihe ability to 
predetermined threshold amount of change in 
cryptographic security subsystem is in ' 



h a single prior art 
Jl (Fed. Cir, 2005). 
is not found in the 
antidipate the applicant's 



claims n-is, 2: 



bypi ss 



1 le 



29-32, 35, and 41 
, 27, 29-32. 35, and 
is disclosed. See 
41, an embodiment 
t portion of the seed 
event, and does 
signature value can 
pool, at a location 
bit will occur upon 
^astly, the signature 
occurred to it. The 
the cryptographic 
signature value is 
mode" then a 



l>j pass 



12 
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technician or user, for a 
having to undergo a tijne 

Contrary to the 
disclose the use of a signatiir(» 
to allow access to a 
27, 41 should be allowed^ 
Examiner argues that Saarin^ci^ 
the counter variable and 
Office Action, page 3. 
Saarinen*s counter variable 
the counter variable and 
difgcuh for attackers to gain 
the Examiner, in Saarinen 
re-seeding and is incremented 

Accordingly, the 
populate the seed pool in a 
unauthorized access to the 
enabling and disabling of a 
light of the Examiners 
purpose of the Applicant's 
unauthorized access to the 



Serial 

Pjreliminary Amendment and Response to Final 

Mailed: 



pe-iod 



of time, can still access the processor-l ased device without 
consuming process of establishinjj a secure sessior ^ 

's argument, there are no claims in Saari len which explicitly 
value as a means of bypassing a cryptograph: i security subsystem 

time. Thus, in< ependent claims 13, 
14-18, 29-32, £ id 35/ Ffa-stly, the 
, paragraph 76, allegedly dibcloses a signatii e value by equating 
constant used in Saarinen to the Applicant's discU sed signature value. 
S^ifically, the Examiner piDvides an expla iation for equating 

5 signature valu^ ; 



Exandner 



processojr-based device for a period o 
$s well as dependent -claims 



N y 
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aid constant to the Applicant' 



constant "are set but altered with tlie seeding of the 



access to the system,^* See id 



way that increases entropy 



sixure communication session 



si^ture value is to increase entropy and make 
ststem. However/ unlike Saerinen, a purpose 



13 



merely stating that, 
(»ool to make it more 



The counter v£ Hable referred to by 
pa^graph 76, is a random variable which change i randomly between 
by a constant 

purpose of the counter variable an[i constant disclo ed in Saarinen is to 

thus making i 



syiitem. In addition, the Examiner argues that Si arinen discloses the 



arguments, the Examiner incorrect! suggests that t :e primary and sole 



more difficult for 



See Office Ac on at p^e 4-5. In 



X more difficult for 
of the Applicant's 
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subsjstem 



signature value is not mere! 
security subsystem, but also 
cryptographic security 
signature value. The bypasi 
despite the presence of the 
disclosure of the signature 
security subsystem for a 
primary focus of this applica 
if the counter variable and 
there is no clear indication in 
constant are being processed 
that has occurred to the 
variable and constant 
Applicant's disclosed 

Lastly, the Examiner 
US,C, § lQ2(e) claim rej 
process for generating a 
page 4. The said generation 
generated counter variable T 
Afterwards, the said input 
random nimibers. However^ 



peiiod 



constant < 



counter 



disclosed 



signatu'6 



rejections. 



rancom 



ord<sr 



y to increase entropy and 
to allow access to the 

up to a predetermined 
allo>^ for the ability to 
cryptographic security 
alue, a primary focus is 

of tinie to allow access, 
ion is not on achieving 

disclosed in Saarincn 
the claims or specification 
tracked, or evaluated in 
variable and constant, 
in Saarinen do not 
value. See Diversitech, 85( 
argues that paragraph 55 
, wherein paragraph 55 
number without using a 
process begins by adding 
and placing the result in the 

remains unchanged, and 
the Applicant's signature 

14 



cisable and enab e the cryptographic 



procjessor-based devi|e by bypassing the 
threshold amov||it of change in the 
access the pr|cesrar-ba9ed device 
in the Applicant's 
on bypassiiHg the cryptographic 
to the processoi Ibased device. The 
iturevalue. Even 



stU 



subsystem. Hence, 



placed 



se 3d 



Mailed: 
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£r6 



I mail 

■ 

a signature value, 



entrojjy through the si 
interpreted to 
of [Saarinen that thdbounter variable and 
to determine t $ amount of change 
[easons. the counter 
associated with the 



antic ipate 



For the above 

the claimsl ^ 
R2d at 677, 
pilovides additional support for the 35 
d{ ascribes a randor l number generation 
lew input seed, fee Office Action at 
constant C to 1 ie current randomly 



output buffer as 
may be used to 
valLue is distinguis} 



it 
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sued. 



variable and constant disclos^ 
only a portion of the input 
seedi can change based on a 
location in memory indicated 
and constant referred to in 
makes up the total input see^ 
anticipate the claims relating 
F.2dat677. 



in Saairinen, because the 
In addition, the Applicaht' 
r^asking of the least significan t bit of a timer injp the input seed at a 
by an incremeuted pointer, qn the other hand, 
sjaarinen, paragraph 55 and flirther eUborated bn in paragmph S6» 
and the input seed does no|t change* Henc< 
to the Applicant's disclosed Signature value. ISee Diversitech, 850 



^applicant's aigna ure value makes up 
's signature va ue, within the input 



the counter variable 



15 
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Conclusion 

The Appl icant respecttlilly 
However^ if the Examiner wis 
the Examiner is kindly invitee 
below. 



submits that all pending 
hes to resolve any other issue^ 
to contact the undersigned 



Date: J^/^ Zoo 



HEWLETT-PACKARD CCMPANY 

Intellectual Property Admims|ration 
Legal Department^ M/S 35 
RO. Box 272400 

Fort Collins, Colorado 80527-12400 



at the 



Re3pectfi]lly submitted, 




Jones 
Registration No. 
(281)514-7828 
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laims are in condition 
by way of a tel^lphohe 
telephone mJltiber 



for allowance, 
conference^ 
indicated 
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